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Introduction  
 
Chris Bird 
Bachelor of Computer Engineering, Honours I, Chartered Engineer 
University of Newcastle Industry Scholarship Scheme – Computer Systems Australia 
10 years in R&D in industrial electronics, industry exposure – predominantly in mining 
Opportunities to travel: 
• Central QLD 
• Brazil 
• South Africa 
• Utah and Pennsylvania  



SOME EXAMPLES… 
AND THEIR IMPLICATIONS 

 

AKA THE MISCELLANY 
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Encryption – the Enigma Machine 
• Initially decrypted by Polish Cypher Bureau 1932 
• Famously ‘cracked’ at Bletchley Park (Turing Et Al) 
• Strategically significant throughout the war  

– Battle of the Atlantic 
– D-Day preparations 

 

…but how many lives is the secret worth? 
 
 

Presenter
Presentation Notes
Only cracked for operational usefulness due to leaks from German cryptographers and stolen data tables
Genesis of modern computing
https://www.youtube.com/watch?v=QZFol3gH1pg
http://www.amazon.com/Enigma-Battle-Code-Hugh-Sebag-Montefiore/dp/0471490350
Most successful encryption technique employed in the 2nd WW: Code Talkers https://en.wikipedia.org/wiki/Code_talker
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Big comms ≡ big data – Candy Crush Saga 
• Fundamentally enabled by telecommunications 

technology – live data sharing for ‘risk tuning’ 
• Played 151,000,000,000 times last year 
• >143,000,000 active users 
• Takes in $997,428 per day  

(cf Angry Birds @ $11k/day) 
 
…how to train the next generation of compulsive gamblers 

Presenter
Presentation Notes
Built on mobile platforms:
Mobile OS
3G / 4G
TCP/IP networking
Large-scale data handling
Development team consists of IT systems specialists, programmers, designers, and truckloads of psychologists, actuaries
Most comprehensive dataset and analysis of risk profiling and risk behaviour = ‘dangle the carrot in the right place’



Teacher  Development Program 
Bringing schools and engineering together 

Big comms ≡ big data – Candy Crush Saga 
• Fundamentally enabled by telecommunications 

technology – live data sharing for ‘tuning’ 
• Played 151,000,000,000 times last year 
• >143,000,000 active users 
• Takes in $997,428 per day  

(cf Angry Birds @ $11k/day) 
 
…how to train the next generation of compulsive gamblers 

Presenter
Presentation Notes
I’d be an Angry Bird, too.
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Metadata – mobile phone towers 
• Where you work..  
• Where you live.. when you are away.. 
• Who you talk to.. for how long.. how often.. 
• Where they work, live, eat; and therefore what you talk 

about 
 

…Big Brother really is watching 

Presenter
Presentation Notes
This can all be obtained using a (very) partial dataset
SMS vs messenger apps
Email monitoring
http://www.abc.net.au/news/2015-08-24/metadata-what-you-found-will-ockenden/6703626
https://www.ted.com/talks/malte_spitz_your_phone_company_is_watching?language=en#t-1955



SOME CASE STUDIES… 
FROM AMPCONTROL 



Alexander Graham Bell, 1892 
New York to Chicago 



• AS/CA S004:2013; Voice performance requirements for Customer 
Equipment 

• AS/CA S008:2010; Requirements for customer cabling products 
• AS/CA S003.1:2010; Requirements for Customer Access Equipment for 

connection to a Telecommunications Network 
• AS/NZS 60950:2011; Information technology equipment – Safety 
• AS/NZS CISPR 22:2009; Information technology equipment - Radio 

disturbance characteristics – limits and methods of measurement 
• ITU-T P.350; Handset dimensions 
• ITU-T P.161; Arrangement of digits, letters and symbols 
• ETR-051; Usability checklist for telephones 

 

Telephony Standards 

Applicable Standards 



• AS/NZS 60079.0:2012 or IEC 60079.0:2011;  
Explosive atmospheres - Equipment - General requirements  

• AS/NZS 60079.11:2011 or IEC 60079.11:2011;  
Explosive atmospheres - Equipment protection by intrinsic safety 

• AS/NZS 60079.14:2009 or AS/NZS 2381.7;  
Electrical installations design, selection and erection 

• AS/NZS 60079.25:2011; 
Intrinsically safe electrical systems 

Hazardous Areas 

Applicable Standards 



E1 / SIP Trunk 

Site PBX Interface Rack 

PTY Digital  
or SIP 

I.S. Analogue 

Analogue 

Architecture  

Presenter
Presentation Notes
PSTN = Public Switched Telephone network. Consists of telephone exchanges, backhaul connections on redundant fibre, last-mile connections on shitty old copper. Vote labour for a sensible future here.
Fewer lines coming onto a business premises than telephones / users on the premises; therefore PBX
PBX = Private Branch Exchange
Dial ‘0’ is a request for one of the (limited) trunk connections
Underground phones do further electrical signal translation to ensure that the power levels are low enough.



Signalling 

Presenter
Presentation Notes
Power to an analogue telephone (like yours at home) is 48VDC open-circuit. Don’t lick it.
From the PBX perspective; <20mA = on-hook
>20mA = off-hook
Current is king, voltage can be misinterpreted due to common-mode interference



Signalling 

Ringing 

Presenter
Presentation Notes
PBX generates a ring signal; 90VAC@20Hz superimposed on the 48VDC power signal. Really don’t lick that.
Every country has its own ringing cadence. The 20Hz convention comes from the resonant frequency of the armature on the old bells.



Signalling 

Dialling – Dual Tone Multi Frequency 

Presenter
Presentation Notes
Sending tone for each row and column.
E.g. ‘1’ = 1209Hz superimposed on 697Hz
The other type is ‘decadic’ dialling, which shorts the telephone line for ~100ms per digit pulse, then a pause for >1s



Signalling 

Translating that to I.S. Phones… 

I.S. 
EARTH

Power 
Limitation

Power LED

Off-Hook LED

Ringing LED

AUTO CARD
Site PBX / 

ATA

Audio

Hook Signal (20mA DC)

Ring Signal (90V@20Hz)

Audio

Hook Signal (2.5mA DC)

Ring Signal (DC polarity inversion)

Dialling Dialling

Presenter
Presentation Notes
An Intrinsically Safe telephone system must run on very limited power
The standard phone signals are translated into low-power (proprietary) equivalents
There is additional, certified, power limitation circuitry which is applied to the outgoing telephone line. This is a simple resistive zener barrier. 
Resistors limit current
Zeners limit voltage (referenced to Earth)



Audio performance 

S004 – Voice Performance Requirements 

Presenter
Presentation Notes
Points of interest
Human voice 300Hz – 3.4kHz. Beyond that, telephones don’t care
Slopes up because of high-frequency attenuation in the phone cable
Arbitrary reference. Don’t actually care how loud it is (that can be dealt with later)



Hybrid operation 

Note: 100% echo cancellation shown 

2-wire to 4-wire conversion 

Presenter
Presentation Notes
‘Hybrid’ was the name given to the specially-designed transformer which turned a 2-wire signal into two separate audio paths
Basic philosophy is that transmitted audio is subtracted (inverted and added) to received audio, so that speech is imposed on the line but not heard



Hybrid operation 

Sidetone – amplitude control 

Presenter
Presentation Notes
A completely silent phone line is weird
Amplitude control means that the transmitted audio is squashed a little bit before being subtracted from the received audio



Hybrid operation 

Sidetone – phase control 

Presenter
Presentation Notes
Phase control achieves the same thing, but leaves some audio in by ‘phase shifting’ the transmitted audio in the receive path by a minute amount
Humans can tolerate up to ~200ms of phase shift before it feels weird



Harsh Environment Reticulated Optics 

Presenter
Presentation Notes
This might feel like a product pitch



Harsh Environment Reticulated Optics 

Presenter
Presentation Notes
Cabling is ALWAYS an issue in a dynamic working environment
Fibre is a PITA because any corruption of the joins results in comms issues
Splicing fibre is not as expensive as it used to be, but still very time consuming and specialist skills



Harsh Environment Reticulated Optics 

H3RO BOTS 
 
 
H3RO CABLES 
 
 
H3RO BULKHEADS  
   
 
H3RO MOUNTING    

Presenter
Presentation Notes
The first bit of magic with H3RO is that it is made up of a simple collection of building blocks



Harsh Environment Reticulated Optics 

Presenter
Presentation Notes
From simple building blocks, robust physical layer architectures can be achieved.
These can then take layered architectures employing common networking techniques



Harsh Environment Reticulated Optics - PON 

Presenter
Presentation Notes
The other bit of magic in H3RO is its ability to support PON networks
More network, less fibre
What takes dozens of cores and lots of active equipment in point-to-point physical networks can be achieved using 4 cores and splitters



Harsh Environment Reticulated Optics - PON 

Presenter
Presentation Notes
Lots more subscribers, far less glass and networking gear
Again, all of the same higher-layer architectures are supported, wrapped in a TDMA frame at the data-link layer
The Wikipedia article is a reasonably robust starting point: https://en.wikipedia.org/wiki/Passive_optical_network



SOME CLOSING 
COMMENTS… 
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The most common ethical issue: the OTHER infernal 
triangle… 

HEAT 

FUEL OXYGEN 
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The most common ethical issue: the OTHER infernal 
triangle… 

FAST 

CHEAP GOOD 

Presenter
Presentation Notes
FAST = available for customer use
GOOD = safe, reliable
CHEAP = affordable, obtainable
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Presenter
Presentation Notes
A comment on Biomedical Engineering…
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